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Objectives 

• Brief introduction to HUD OIG 

• Designing processes with fraud awareness 

• Creating strong internal controls – requirements and best practices 

• Fraud schemes 

• Historical OIG Audit CDBG-DR audit results 
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Disclaimer 

The views and opinions provided herein are my own 
and do not necessarily represent the views of HUD, 

HUD OIG, or of the United States. 

Our audit processes are subject to change and this 
presentation only reflects our current process. 
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What is HUD OIG? 
• HUD’s Office of Inspector General (OIG) was created 

by the Inspector General Act of 1978 (Public Law 95-452). 
• The OIG is an independent office within HUD. We operate independently with 

separate budgetary authority. 
• The OIG is free from undue influence or constraints in performing our statutory 

mission of detecting and preventing fraud, waste, and abuse; and promoting the 
effectiveness and efficiency of government operations. 
• Our independence allows for clear and objective reporting to the Secretary and 

Congress. 

Front Page | Office of Inspector General, Department of Housing and Urban Development (hudoig.gov) 
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What is HUD OIG’s mission? 

Safeguard HUD’s programs from fraud, waste, and abuse,
and identify opportunities for HUD programs to progress
and succeed. 

Mission & Vision | Office of Inspector General, Department of Housing and Urban Development (hudoig.gov) 
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What does the HUD OIG Office of Audit do? 

• Conduct Audits of HUD, its programs, its grantees and beneficiaries. 
• Assist in civil and criminal fraud cases, including support for our Office 

of Investigations and the US Attorney’s Office. 
• Review legislation, regulations, and rules. 
• Follow-up on audit recommendations. 
• Provide outreach and training. 
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GAO’s Definitions 

Fraud involves obtaining something of value through willful 
misrepresentation. Whether an act is, in fact, fraud is 
determined through the judicial or other adjudicative system 
and is beyond auditors’ professional responsibility. 

Yellow Book: Government Auditing Standards | U.S. GAO 
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Abuse - GAO’s Definition 

Abuse: Behavior that is deficient or improper when compared with 
behavior that a prudent person would consider reasonable and 
necessary business practice given the facts and circumstances, but 
excludes fraud and noncompliance with provisions of laws, regulations, 
contracts, and grant agreements. 

Yellow Book: Government Auditing Standards | U.S. GAO 
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Waste - GAO’s Definition 

Waste: The act of using or expending resources carelessly, 
extravagantly, or to no purpose. Waste can include activities that 
do not include abuse and does not necessarily involve a violation 
of law. 

Yellow Book: Government Auditing Standards | U.S. GAO 
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Why Does Fraud Happen? 

Opportunity 

Incentive	 or 
Pressure 

Fraud 

Rationalize 



	 	 	 	 	

	 	 	

 
 

   

     

          
         

     

Limit Opportunity - Create	 &	 Maintain	 a	 Culture	 
of	 Ethics 

HUD grantees are responsible for establishing a culture that 
promotes and values integrity and ethics. Furthermore, 
management is responsible for setting the “tone from the top” 
by: 

• Creating an environment in which employees understand that 
dishonest acts will be detected and promptly addressed. 

• Sending a message that the organization will aggressively seek out
and take action on possible fraudulent conduct, instead of waiting 
for instances to come to its attention. 
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Be Aware of Possible Incentive or Pressure 
Indicators 

• Living beyond means. 
• Financial difficulties. 
• Controlling and unwilling to share duties. 
• Struggling to meet organization goals. 
• Close relationship with vendors/customers (conflict of 

interest). 
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Why is Fraud Awareness & Detection Necessary? 

Failure to prevent and detect fraud, waste, and abuse can 
expose an organization, its programs, or individuals to: 

1. Financial liabilities 
2. Civil penalties 
3. Criminal prosecution 
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Designing Processes & Assessing Risk 
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Example	 – Identifying Risks 

Developed by Jonathan T. Marks, CPA for the AICPA 



	 	 	 	 	

	 	 	
    

 
      

   
    
  

   
   

Identify Risks for Procurement 
• Excessive or unjustified change orders. 
• Lowest bidder not selected without proper justifications. 
• Sole source contracts awarded without proper justification. 
• Failure to maintain documentation. 
• Weak or nonexistent procurement policies. 
• Weak management oversight. 
• Aged contracts. 
• Use of debarred contractors. 
• Lack of required contract clauses. 
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Identify	 Risks – Homebuyer Assistance	 Programs 

• Not the homeowner. 
• Not a primary residence. 
• Identify theft. 
• Duplication of benefits. 
• Home was not damaged by the disaster. 
• Collusion with a contractor. 
• Home is not properly repaired or not repaired at all. 
• Homebuyers sells the property before a set period. 
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Fraud Control Cost Benefit Considerations 

Weigh the costs associated with a control or process 
against the benefits that will arise from it. Generally, 
the benefits from a process or system should 
outweigh the costs associated with it. 
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Maintain Documentation 

Source documentation is vital to: 

1. Explain and support your risk assessment and 
organizational policies. 

2. Explain and support financial management. (2 CFR 
200.302) 

3. Explain and support procurement actions. 
4. Support the reasonableness of costs and whether 

costs are allowable. (2 CFR 200.403.) 
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Include Certifications	 & Warnings 
Penalty of perjury certifications and fraud and false 
statement warnings are important deterrents of fraudulent 
activity as well as important factors in pursuing successful 
criminal and civil prosecution. 

The preferred location is directly above the signature line so 
there is clarity as to what signer is certifying. 
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Creating Strong Internal Controls – 
Requirements and Best Practices 
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Uniform 	Administrative 	Requirements 
Internal Controls – 2	 CFR 200.1	 Definitions 

Internal controls for non-Federal entities means: 
(1) Processes designed and implemented by a non-Federal 
entity to provide reasonable assurance regarding the 
achievement of objectives in the following categories: 

i. Effectiveness and efficiency of operations; 
ii. Reliability of reporting for internal and external use; and 
iii. Compliance with applicable laws and regulations. 

https://www.ecfr.gov/current/title-2/section-200.1 
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Uniform 	Administrative 	Requirements 
Internal Controls – 2	 CFR 200.303 
The non-Federal entity must: 

(a) Establish and maintain effective internal control over the Federal award 
that provides reasonable assurance that the non-Federal entity is
managing the Federal award in compliance with Federal statutes, 
regulations, and the terms and conditions of the Federal award. These 
internal controls should be in compliance with guidance in ‘‘Standards
for Internal Control in the Federal Government’’ issued by the
Comptroller General of the United States or the ‘‘Internal Control
Integrated Framework,’’ issued by the Committee of Sponsoring
Organizations of the Treadway Commission (COSO). 

(b) Comply with the U.S. Constitution, Federal statutes, regulations, and the terms
and conditions of the Federal awards. 

eCFR :: 2 CFR 200.303 -- Internal controls. 
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Uniform 	Administrative 	Requirements 
Internal Controls – 2	 CFR 200.303	 (continued) 

(c) Evaluate and monitor the non-Federal entity’s compliance with
statutes, regulations and the terms and conditions of Federal
awards. 

(d) Take prompt action when instances of noncompliance are
identified including noncompliance identified in audit findings. 

(e)  Take reasonable measures to safeguard protected personally 
identifiable information and other information the Federal 
awarding  agency or pass-through entity designates as sensitive or
the non-Federal entity considers sensitive consistent with
applicable Federal, State, local, and tribal laws regarding privacy
and responsibility over confidentiality. 
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GAO-14-704G, STANDARDS FOR INTERNAL CONTROL 
IN THE FEDERAL GOVERNMENT 
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GAO’s Standards for Internal	 Control	 in the Federal	 
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COSO’s Internal Control - Integrated 
Framework 

The Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) Internal Control—Integrated Framework, originally issued in 1992 
and refreshed in 2013 (ICIF-2013 or Framework), was developed as guidance 
to help improve confidence in all types of data and information. 

In 2023 COSO issued supplemental guidance for organizations to achieve 
effective internal control over sustainability reporting (ICSR), using the 
globally recognized COSO Internal Control-Integrated Framework (ICIF). 

Internal Control | COSO 

Fraud Risk Management – An Overview 

https://www.coso.org/guidance-on-ic


	 	 	 	 	

	 	 	

          
          

 

    
      

Additional Best Practices Resources 

• The U.S. Chief Financial Officers Council and the U.S. Department of 
the Treasury, Bureau of the Fiscal Service’s Program Integrity: The 
Antifraud Playbook 
• The GAO’s A Framework for Managing Fraud Risks in Federal 

Programs 
• COSO’s Fraud Risk Management Guide 
• Association of Certified Fraud Examiners’ Anti-fraud Playbook 
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GAO’s A	 Framework	 for Managing	 Fraud Risks in
Federal Programs 
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Fraud Risk Management Best Practices 
Organizations often benefit from aligning their operations with industry-established best practices. The 
following GAO and COSO best practices could be adopted and implemented to better detect and prevent 
fraud: 

1. Commit to combating fraud by creating an organizational culture and structure conducive to fraud risk 
management. Establish a Fraud Risk Management policy that demonstrates the organization's commitment to 
high integrity and ethical values regarding managing fraud risk. 

2. Plan regular fraud risk assessments and assess risks to identify specific fraud schemes and risks, assess their 
likelihood and significance, evaluate existing fraud control activities, and implement actions to mitigate residual 
fraud risks. 

3. Design and implement a strategy with specific preventive and detective fraud control activities to mitigate 
assessed fraud risks and collaborate to help ensure effective implementation. 

4. Establish a communication process to obtain information about potential fraud and deploy a coordinated 
approach to investigation and corrective action to address fraud appropriately and in a timely manner. 

5. Evaluate outcomes using a risk-based approach and adapt activities to improve fraud risk management. Perform 
ongoing evaluations to ascertain that all fraud risk management components are present and communicate 
deficiencies to the parties responsible for taking corrective action. 
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Common Fraud Schemes 
1. Embezzlement and theft 
2. Contracting and procurement fraud 
3. Bribes and kickbacks 
4. Conflict(s) of interest 
5. Duplication of benefits 
6. Social media scams 
7. Identity theft 
8. Contractor fraud 
9. False eligibility claims 
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Historical HUD OIG CDBG-DR 
Results and How They Relate to
Fraud Risk Assessment 
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CDBG-DR Grant Funding (2001- 2024) 



	 	 	 	 	

	 	 	

    
      

 

Historical OIG Audit Results 

2002-2024: Issued a total of 156 CDBG Disaster 
Recovery related audit reports or audit memorandums. 
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Common Issues in HUD OIG CDBG-DR	 Audits 
1. Did not follow program and administrative requirements, 

including Federal cost principles, uniform administrative
requirements, or duplication of benefit requirements. 

2. Did not follow procurement requirements. 

3. Could not support eligibility of applicant awards. 

4. Did not adequately monitor their program. 

5. Did not follow grantee, local, or subrecipient agreement
requirements. 

2022-FW-0801 (hudoig.gov) 
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Common Causes of CDBG-DR Audit Issues 

1. Lacked controls or were unfamiliar with the program requirements. 

2. Had weak policies or did not implement controls. 

3. Relied on or did not monitor their subrecipients. 

4. Lacked adequate staff or capacity to administer the program. 

2022-FW-0801 (hudoig.gov) 
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Disaster Recovery Audit Reports 

Audits & Evaluations | Office of Inspector General, Department of Housing and Urban
Development (hudoig.gov) 
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tcarroll@hudoig.gov 
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