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Objectives

* Brief introduction to HUD OIG
* Designing processes with fraud awareness
* Creating strong internal controls — requirements and best practices

* Fraud schemes

e Historical OIG Audit CDBG-DR audit results
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Disclaimer

The views and opinions provided herein are my own
and do not necessarily represent the views of HUD,
HUD OIG, or of the United States.

Our audit processes are subject to change and this
presentation only reflects our current process.
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Introduction to HUD OIG



What is HUD OIG?

 HUD’s Office of Inspector General (OIG) was created
by the Inspector General Act of 1978 (Public Law 95-452).

* The OIG is an independent office within HUD. We operate independently with
separate budgetary authority.

* The OIG is free from undue influence or constraints in performing our statutory
mission of detecting and preventing fraud, waste, and abuse; and promoting the
effectiveness and efficiency of government operations.

e Our independence allows for clear and objective reporting to the Secretary and
Congress.

Front Page | Office of Inspector General, Department of Housing and Urban Development (hudoig.gov)
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Whatis HUD OIG’s mission?

Safeguard HUD's programs from fraud, waste, and abuse,
and identify opportunities for HUD programs to progress
and succeed.

Mission & Vision | Office of Inspector General, Department of Housing and Urban Development (hudoig.gov)
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What does the HUD 0OIG Office of Audit do?

e Conduct Audits of HUD, its programs, its grantees and beneficiaries.

* Assist in civil and criminal fraud cases, including support for our Office
of Investigations and the US Attorney’s Office.

* Review legislation, regulations, and rules.
* Follow-up on audit recommendations.
* Provide outreach and training.
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Designing Processes with Fraud
Awareness



GAQ'’s Definitions

Fraud involves obtaining something of value through willful
misrepresentation. Whether an act is, in fact, fraud is
determined through the judicial or other adjudicative system
and is beyond auditors’ professional responsibility.

Yellow Book: Government Auditing Standards | U.S. GAO
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Abuse - GAO’s Definition

Abuse: Behavior that is deficient or improper when compared with
behavior that a prudent person would consider reasonable and
necessary business practice given the facts and circumstances, but
excludes fraud and noncompliance with provisions of laws, regulations,
contracts, and grant agreements.

Yellow Book: Government Auditing Standards | U.S. GAO
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Waste - GAO'’s Definition

Waste: The act of using or expending resources carelessly,

extravagantly, or to no purpose. Waste can include activities that

do not include abuse and does not necessarily involve a violation
of law.

Yellow Book: Government Auditing Standards | U.S. GAO
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Why Does Fraud Happen? ||||

Opportunity

Incentive or
Pressure Rationalize
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Limit Opportunity - Create & Maintain a Culture
of Ethics

HUD grantees are responsible for establishing a culture that
promotes and values integrity and ethics. Furthermore,
management is responsible for setting the “tone from the top”
by:

* Creating an environment in which employees understand that
dishonest acts will be detected and promptly addressed.

* Sending a message that the organization will aggressively seek out
and take action on possible fraudulent conduct, instead of waiting
for instances to come to its attention.
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Be Aware of Possible Incentive or Pressure
Indicators

* Living beyond means.

* Financial difficulties.

* Controlling and unwilling to share duties.
 Struggling to meet organization goals.

* Close relationship with vendors/customers (conflict of
interest).

Fraud Risk Management - An Overview



Why is Fraud Awareness & Detection Necessary?

Failure to prevent and detect fraud, waste, and abuse can
expose an organization, its programs, or individuals to:

1. Financial liabilities
2. Civil penalties
3. Criminal prosecution
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Designing Processes & Assessing Risk || ||

Potential Risks
Evaluate effectiveness Establish and update risk library

Identify fraud controls and L
1] : Identify risk owners
detection process
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Example - Identifying Risks | | | |

"‘\ . . * Asset Overvaluation * Investing or Ponzi
& AICPA & CIMA Business Fraud Risk Framework + Bill and Hold Schemes
St st s gt ity * Channel Stuffing * Lease / Special
» * Entity or Off-Balance Purpose
B« Conflicts of Interest Sheet . :'abllny Underreporting
lllegal Political Contributions oo 20000e o el * Misappropriation of
Judgments Assets

Insider Trading
Misuse of Company Assets
Related Party Fraud

Expense Manipulation * Money Laundering
Financial Statement * Price fixing

Security Frauds Fraud * Purchase / Credit Card
Q ! N Fraudulent Reporting/ * Related Party Fraud
Stock Option Manipulation .
Disclosure * Returns / Allowances
Holding periods open * Revenue Manipulation
Intercompany / Recognition
Improper Capitalization* Significant Event or
/ of Expenses Crisis
: : Improp haritabl * Tax Evasion
« Kickbacks / proper Charitable _a vasio
. Contributions * Timing
Overpayments ; ‘
) Improper Labor Differences/Matching
* Refunds / Other
Practices * Valuation

* Theft (cash or inventory)

e o * Warranties
* Warranty / Exchange

/ Bogus Sales * Ghost Employees
Bribery * Identify Theft
Check Kiting or * Inappropriate
Tampering Promotions /
/' Bid Rigging Collusion Bonuses
Commissions * Lapping Schemes
* Biling Schemes (duplicete) Schemes * Personal Purchases

* lllegal Gratuities

* Kickbacks

* Non-Accomplice Vendor
* Overcharging

* Substitution of Goods and/or Service

Cyber Incidents * Sales Skimming
Falsified Wages * Shell Companies
FraudulentTime + Theft

Reporting * Write-off Schemes /

Many of the schemes can be perpetrated by several of the |isted groups, for sake of brevity, each scheme is listed only once on this
framework. Fraud schemes may be internal and/or external to an organization and may be applicable to multiple industries
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Identify Risks for Procurement

* Excessive or unjustified change orders.

* Lowest bidder not selected without proper justifications.

* Sole source contracts awarded without proper justification.
 Failure to maintain documentation.

* Weak or nonexistent procurement policies.

* Weak management oversight.

* Aged contracts.

* Use of debarred contractors.

* Lack of required contract clauses.
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Identify Risks - Homebuyer Assistance Programs

* Not the homeowner.

* Not a primary residence.

* |dentify theft.

* Duplication of benefits.

* Home was not damaged by the disaster.

* Collusion with a contractor.

* Home is not properly repaired or not repaired at all.
* Homebuyers sells the property before a set period.
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Fraud Control Cost Benefit Considerations

Weigh the costs associated with a control or process
against the benefits that will arise from it. Generally,
the benefits from a process or system should
outweigh the costs associated with it.
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Maintain Documentation

Source documentation is vital to:

1. Explain and support your risk assessment and
organizational policies.

2. Explain and support financial management. (2 cFr
200.302)

3. Explain and support procurement actions.

4. Support the reasonableness of costs and whether
costs are allowable. (2 cFr 200.403.)
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Include Certifications & Warnings

Penalty of perjury certifications and fraud and false
statement warnings are important deterrents of fraudulent
activity as well as important factors in pursuing successful

criminal and civil prosecution.

The preferred location is directly above the signature line so
there is clarity as to what signer is certifying.
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Creating Strong Internal Controls -
Requirements and Best Practices



Uniform Administrative Requirements
Internal Controls - 2 CFR 200.1 Definitions

Internal controls for non-Federal entities means:

(1) Processes designed and implemented by a non-Federal
entity to provide reasonable assurance regarding the
achievement of objectives in the following categories:

i. Effectiveness and efficiency of operations;
ii. Reliability of reporting for internal and external use; and
iii. Compliance with applicable laws and regulations.

https://www.ecfr.gov/current/title-2/section-200.1
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Uniform Administrative Requirements
Internal Controls - 2 CFR 200.303

The non-Federal entity must:

(a) Establish and maintain effective internal control over the Federal award
that provides reasonable assurance that the non-Federal entity is
managing the Federal award in compliance with Federal statutes,
regulations, and the terms and conditions of the Federal award. These
internal controls should be in compliance with guidance in “Standards
for Internal Control in the Federal Government™ issued by the
Comptroller General of the United States or the “Internal Control

Integrated Framework,” issued by the Committee of Sponsoring
Organizations of the Treadway Commission (COSO).

(b) Comply with the U.S. Constitution, Federal statutes, regulations, and the terms
and conditions of the Federal awards.

eCFR :: 2 CFR 200.303 -- Internal controls.
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https://www.ecfr.gov/current/title-2/subtitle-A/chapter-II/part-200/subpart-D/section-200.303

Uniform Administrative Requirements
lnternal ContrOlS - 2 CFR 200.303 (continued)

(c) Evaluate and monitor the non-Federal entity’s compliance with
statutes, regulations and the terms and conditions of Federal
awards.

(d) Take prompt action when instances of noncompliance are
identified including noncompliance identified in audit findings.

(e) Take reasonable measures to safeguard protected personally
identifiable information and other information the Federal
awarding agency or pass-through entity designates as sensitive or
the non-Federal entity considers sensitive consistent with
applicable Federal, State, local, and tribal laws regarding privacy
and responsibility over confidentiality.
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United States Government Accountability Office

GAO

By the Comptroller General of the
United States

September 2014

Standards for
Internal Control
In the Federal
Government

GAO-14-704G, STANDARDS FOR INTERNAL CONTROL

IN THE FEDERAL GOVERNMENT
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https://www.gao.gov/assets/gao-14-704g.pdf

GAQ’s Standards for Internal Control in the Federal
Government

Internal control and the Green Book How does an entity use the Green Book?
What is internal control? ' @
Internal control is a process used by management to help an ‘ ' ‘ i Q ﬂ
entity achieve its objectives. = L
Objective Controls Controls Objective
identified designed in place achieved
How does internal control work? An entity uses the Green Book to design, implement, and
Internal control he]ps an enﬁty Opﬂ'ate internal controls to achieve its Oqectlves related to
« Run its operations efficiently and effectively Operations, reporting, and compliance.
* Report reliable information about its operations Who would use the Green Book?
« Comply with applicable laws and regulations
A program Inspector general staff
manager at a conducting a financial or
federal agency performance audit

How is the Green Book related to

internal control?

Standards for Internal Control in the

Federal Government, known as the

Green Book, sets internal control

i A compliance officer

standards for federal entities. risble for making
sure that personnel have
completed required
training

conducting an audit of expenditures

‘ An independent public accountant
of federal dollars to state agencies

GAO 14 704G, STANDARDS FOR INTERNAL CONTROL
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GAQ’s Standards for Internal Control in the Federal
Government

Figure 3: The Five Components and 17 Principles of Internal Control

Control Environment

1. The oversight body and management should demonstrate a
commitment to integrity and ethical values.

2. The oversight body should oversee the entity's internal control
system.

3. Management should establish an organizational structure,
assign responsibility, and delegate authority to achieve the
entity's objectives.

4. Management should demonstrate a commitment to recruit,
develop, and retain competent individuals.

5. Management should evaluate performance and hold
individuals accountable for their internal control responsibilities.

Risk Assessment

6. Management should define objectives clearly to enable the
identification of risks and define risk tolerances.

7. Management should identify, analyze, and respond to risks
related to achieving the defined objectives.

8. Management should consider the potential for fraud when
identifying, analyzing, and responding to risks.

9. Management should identify, analyze, and respond to
significant changes that could impact the internal control system.

Source: GAOQ. | GAO-14-704G

Control Activities

10. Management should design control activities to achieve
objectives and respond to risks.

11. Management should design the entity's information system
and related control activities to achieve objectives and respond
to risks.

12. Management should implement control activities through
policies.

Information and Communication

13. Management should use quality information to achieve the
entity's objectives.

14. Management should internally communicate the necessary
quality information to achieve the entity's objectives.

15. Management should externally communicate the necessary
quality information to achieve the entity's objectives.

Monitoring

16. Management should establish and operate monitoring
activities to monitor the internal control system and evaluate the
results.

17. Management should remediate identified internal control
deficiencies on a timely basis.

GAO 14 704G, STANDARDS FOR INTERNAL CONTROL
IN THE FEDERAL GOVERNMENT
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Government

T
Figure 4: The Components, Objectives, and Organizational Structure of Internal
Control

GAQ’s Standards for Internal Control in the Federal | | | |

AMOINAS RUoneZIUNeHIO 10 S|aAaT

Sources: COSO and GADQ. | GAD-14-704G

GAO 14 704G, STANDARDS FOR INTERNAL CONTROL
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COSO's Internal Control - Integrated
Framework

The Committee of Sponsoring Organizations of the Treadway Commission
(COSO) Internal Control—Integrated Framework, originally issued in 1992
and refreshed in 2013 (ICIF-2013 or Framework), was developed as guidance
to help improve confidence in all types of data and information.

In 2023 COSO issued supplemental guidance for organizations to achieve
effective internal control over sustainability reporting (ICSR), using the
globally recognized COSO Internal Control-Integrated Framework (ICIF).

Internal Control | COSO
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https://www.coso.org/guidance-on-ic

Additional Best Practices Resources

* The U.S. Chief Financial Officers Council and the U.S. Department of

the Treasury, Bureau of the Fiscal Service’s Program Integrity: The
Antifraud Playbook

e The GAQ’s A Framework for Manaaging Fraud Risks in Federal
Programs

e COSO’s Fraud Risk Management Guide

* Association of Certified Fraud Examiners’ Anti-fraud Playbook

Fraud Risk Management - An Overview


https://www.cfo.gov/assets/files/Interactive-Treasury-Playbook.pdf
https://www.cfo.gov/assets/files/Interactive-Treasury-Playbook.pdf
https://www.gao.gov/products/gao-15-593sp
https://www.gao.gov/products/gao-15-593sp
https://www.acfe.com/-/media/files/acfe/pdfs/fraud-risk-tools/coso-fraud-risk-management-guide-second-edition-executive-summary.pdf

Federal Programs

GAQ’s A Framework for Managing Fraud Risks in | | | |

Figure 2: The Fraud Risk Management Framework

“\0“\-\-0R\NG AND FEEDB4

Commit to combating fraud by Plan regular fraud risk

creating an organizational culture assessments and assess risks to

and structure conducive to determine a fraud risk profile.
fraud risk management.

ENVIRONMEN 7
INIWNOBNND

Evaluate outcomes using a Design and implement a
risk-based approach and adapt strategy with specific control
activities to improve fraud activities to mitigate assessed
risk management. fraud risks and collaborate
to help ensure effective
implementation.

" c
ONITORING AND ree0®’

Source: GAO. | GAO-15-503SP —_—
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COSO'’s Fraud Risk Management Guide | | | |

Figure 1. Ongoing, Comprehensive Fraud Risk Management Process

Establish a fraud
risk management
policy as part of
organizational
governance

Monitor the fraud risk
management process,
report results, and Perform
improve the process comprehensive
fraud risk
assessments

Establish a fraud
reporting process and
coordinated approach

Fraud Risk Management - An Overview

to investigation and
corrective action,
including analyzing and
remediating root causes

Select, develop, and
deploy preventive
and detective fraud
control activities



https://www.acfe.com/-/media/files/acfe/pdfs/fraud-risk-tools/coso-fraud-risk-management-guide-second-edition-executive-summary.pdf

ACFE's Anti-Fraud Playbook

FIG. 2 Enterprise Anti-Fraud Maturity Assessment Model®

FRAUD RISK
GOVERNANCE

FRAUD RISK
ASSESSMENT

FRAUD
CONTROL
ACTIVITIES

FRAUD
INVESTIGATION
& CORRECTIVE

ACTION

FRAUD
MONITORING
ACTIVITIES

Fraud Risk Management -

Stakeholder Value

®OOe®

+ Undocumented and in
a state of dynamic
change, tending to be
driven in an ad hoc,
uncontrolled, and
reactive manner by
users or events

Fraud risk management
processes are
disorganized, even
chaotic

Success is likely to
depend on individual
efforts, and is not
considered to be
repeatable because
processes would not be
sufficiently defined and
documented to allow
them to be replicated

sl

+ The organization is
aware of the need for a
more formal fraud risk
management approach

+ Processes are
repeatable, possibly
with consistent results

+ Fraud risk definitions
often vary across the
organization. Fraud risk
is assessed and/or
managed in silos, and
enterprise-wide risks are
not routinely considered

+ Risks are managed
largely in a reactive way

REPEATABLE
LEVEL THREE

There are sets of defined
and documented
standard processes
established. Approaches
are standardized and
repeatable.

Fraud risk management
is aligned with the
organization’s external
and internal environment
and integrates with the
organization’s enterprise
risk program

Senior levels and the
board of directors
receive fraud risk
overviews or reports

Roles, responsibilities,
and performance
measurements are
defined and
documented

MANAGED
LEVEL FOUR

Fraud risk
management activities
across the
organization are
aligned with controls
and performance
indicators

Performance and
quality are defined
and can be measured

Information on fraud
risks is aggregated
and analyzed and is
easily available to
management. A
process for notifying
management in
changes to fraud risk
profiles is established
and operating

Full integration of the
fraud risk principles
into management
processes has been
achieved

LEADERSHIP

LEVEL FIVE

The organization’s focus
is on continually
improving fraud risk
management through
both incremental and
innovative
changes/improvements

Management discusses
fraud risk with a goal of
strategic, operational,
and profitability
improvements

Fraud risk tolerance has
been established and
fraud risk assessments
are designed to inform
the board and
management when
thresholds have been
exceeded

Organization
consistently performs
ongoing and ad hoc
monitoring of its
antifraud controls and
process, and has an
established reporting
structure in place



Fraud Risk Management Best Practices

Organizations often benefit from aligning their operations with industry-established best practices. The
following GAO and COSO best practices could be adopted and implemented to better detect and prevent
fraud:

1. Commit to combating fraud by creating an organizational culture and structure conducive to fraud risk
management. Establish a Fraud Risk Management policy that demonstrates the organization's commitment to
high integrity and ethical values regarding managing fraud risk.

2. Planregular fraud risk assessments and assess risks to identify specific fraud schemes and risks, assess their
likelihood and significance, evaluate existing fraud control activities, and implement actions to mitigate residual
fraud risks.

3. Design and implement a strategy with specific preventive and detective fraud control activities to mitigate
assessed fraud risks and collaborate to help ensure effective implementation.

4. Establish a communication process to obtain information about potential fraud and deploy a coordinated
approach to investigation and corrective action to address fraud appropriately and in a timely manner.

5. Evaluate outcomes using a risk-based approach and adapt activities to improve fraud risk management. Perform
ongoing evaluations to ascertain that all fraud risk management components are present and communicate
deficiencies to the parties responsible for taking corrective action.
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Common Fraud Schemes ||||

Embezzlement and theft
Contracting and procurement fraud
Bribes and kickbacks

Conflict(s) of interest

Duplication of benefits

Social media scams

Identity theft

Contractor fraud

False eligibility claims

00NN R WDNRE
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Historical HUD OIG CDBG-DR
Results and How They Relate to
Fraud Risk Assessment



Disaster | Grantee | Grant Grant & [Grant Level)

2001 World Trace Center

3,483,000,000.00

CDBG-DR Grant Funding (2001- 2024) ||||

Fraud Risk Management - An Overview

2003-2004 Multiple Disasters

2005 Hurricanes Katrina, Rita, Wilma

2008 Hurricane Ike and Other Events

2008 Midwest Floods

2010 Severe Storms and Flooding

2011 Mu'tiple Disasters

2011-2013 Hurricane Sandy and Other Events
2013 National Disaster Resilience

2015 Hurricane Joaquin and Patricia and Other Events ]

2015-2018 Mitigation

2016 Louisiana Floods and Other Events

2017 Hurricanes Harvey, Irma and Maria

2018 Disasters

2019 Disasters

2020 Hurricanes Laura, Delta and Zeta (LDZ)/2021
Hurricane Ida and Wildfires {IDF)

2022 Disasters including Hurricanes Fiona and lan
Electrical Power Systems in Puerto Rico and the U.S.
Virgin Islands

Storms, Flooding, and Other Disasters in California,
Alzbama, anc Georgia

Total

145,452,097.22
19,656,374,580.89
6,094,810,135.46
296,873,096.42
59,094,271.57
400,000,000.00
14,181 §53,078.19
59, 108,000.00
400,447,000.00
16,121,257,000.00
2,604,525,000.00
17,851,484,000.00
2,927,732,000.00
521,553,000.00
§,470,553,000.00

3,355,351,000.00
2,000,000,000.00

138,020,000.00

97,801,542,159.75




Historical OIG Audit Results

2002-2024: Issued a total of 156 CDBG Disaster
Recovery related audit reports or audit memorandumes.
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Common Issues in HUD 0IG CDBG-DR Audits

1. Did not follow program and administrative requirements,
including Federal cost principles, uniform administrative
requirements, or duplication of benefit requirements.

2. Did not follow procurement requirements.

3. Could not support eligibility of applicant awards.

4. Did not adequately monitor their program.

5. Did not follow grantee, local, or subrecipient agreement

requirements. _
2022-FW-0801 (hudoig.gov)
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https://www.hudoig.gov/sites/default/files/2021-11/2022-FW-0801.pdf

Common Causes of CDBG-DR Audit Issues

1. Lacked controls or were unfamiliar with the program requirements.

2. Had weak policies or did not implement controls.

3. Relied on or did not monitor their subrecipients.

4. Lacked adequate staff or capacity to administer the program.

2022-FW-0801 (hudoig.gov)
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Audits & Evaluations

Disaster Recovery Audit Reports | | ||

The Offices of Audit and Evaluation supervise and conduct independent and objective audits, evaluations, and other reviews of U.S. Department of Housing and
Urban Development (HUD) programs and activities to ensure they operate economically, efficiently, and effectively. This page contains links to our audit and Navigation <
evaluation reports and memoranda.

102items Clearall

74| FILTER

Date Filter +

Keywords

.. . . . From: To:
CPD Could Improve the Timing of Delivery of Disaster Recovery Funding
From 2001 to 2022, the Community Development Block Grant - Disaster Recovery program provided almost $98 billion to states, cities, counties, and MM/DDAYY MM/BDAYY
territories to help them recover from disasters. Administering disaster recovery has been a recurring U.S. Department of Housing and Urban
Development (HUD) top management challenge since 2018. Therefore, we audited the disaster recovery program to determine whether the Office of... EITTER
December 15,2023 = Report = #2024-FW-0002

The Puerto Rico Department of Housing Should Enhance Its Fraud Risk Management Practices

We audited the Puerto Rico Department of Housing's (PRDOH) fraud risk management practices to assess the maturity of its antifraud efforts. HUD
heavily relies on its grantees to detect and prevent fraud, waste, and abuse and PRDOH is HUD's second largest Community Development Block Grant
Disaster Recovery and Mitigation (CDBG-DR and CDBG-MIT) grantee with over $20 billion in block grant funding. Our objective was to assess...

Report Type «

Report = #2024-FW-1001

October 27, I

Oversight Areas +
Preventing Duplication of Benefits When Using Community Development Block Grant Disaster Recover and Mitigation

Funds

We performed an audit examining HUD's efforts to prevent duplication of benefits when using Community Development Block Grant (CDBG) Disaster U Community Improvement (445)
Recovery and Mitigation funds. Our objective was to determine how the U.S. Department of Housing and Urban Development (HUD) assesses the Disaster Relief (126)

adequacy of grantee procedures to prevent a duplication of benefits, both before and after grant execution. HUD certified grantees’ high-level

processes O Healthcare Programs (17)

O Der 24,2023 | Report = #2024-FW-0001 o Homeownership (283)

O Housing Health And Safety (37)

Audits & Evaluations | Office of Inspector General, Department of Housing and Urban
Development (hudoig.gov)
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https://www.hudoig.gov/library/audits-evaluations?f%5B0%5D=audits_and_evaluations_oversight_areas%3A327

Questions?

M} ——— OFFICE of —
EZfT INSPECTOR GENERAL

‘""'V *x * K K

UNITED STATES DEPARTMENT OF
HOUSING AND URBAN DEVELOPMENT

WWW.HUDOIG.GOV | HOTLINE: 1-800-347-3735

tcarroll@hudoig.gov
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